EAUTHENTICATION/LOGIN.GOV

eAuthentication will be updated Monday, September 11, 2023, to introduce a new login user
interface for USDA systems. eAuthentication has partnered with Login.gov to provide public
customers a multi-factor authentication login option for secure and convenient access to USDA
sites.

To conduct official business transactions online (remitting fees, forms, completing applications,
etc.) users must create a Login.gov account or have an existing eAuthentication (eAuth) account.
An eAuth/Login.gov account provides secure, convenient access to multiple USDA applications,
websites, and programs.

¢ eAuthentication (eAuth) ID — Existing users of the system currently have an eAuth ID. These
users can continue to use their current eAuth ID and are not required to create a Login.gov ID at
this time. However, existing users are encouraged to create a Login.gov ID and link their existing
eAuth ID to the Login.gov ID. An implementation date for the requirement of Login.gov IDs has
not been determined and will be communicated later.

¢ Login.gov ID - New users will be required to create a Login.gov account to gain access to USDA
systems.

Creating a Login.Gov ID

To create an Login.gov account visit eAuthentication and follow the steps and screenshots below:

1.

Click Create Account from https://www.eauth.usda.gov/eauth/b/usda/home

<« > C & eauthusdagov/eauth/b/usda/home

BE n official website of the United States government Here's how you know v

QSDA eAuthentication @ eAuth

@Sl Us. DEPARTMENT OF AGRICULTURE

HOME CREATE ACCOUNT MANAGE ACCOUNT v HELP ~

eAuth Home

Delivering easy to obtain,
secure and private online
access to USDA programs
and services.
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2. Select Customer and Continue

Account Registration @

What type of user are you?

© Customer

O USDA Employee / Contractor

O Other Federal Employee / Contractor

3. Click Continue to Login.gov
Customers - Use Login.gov @

eAuth is now using Login.gov for our Public Citizens who want to conduct business online with USDA. Please click the Continue
to Login.gov button to create your account.

Continue to Login.gov m


https://Login.gov

4. Select Create an Account, enter your email address, select email language preference,
acknowledge and accept login.gov Rules of Use, and select Submit.

USDA eAuthentication is using
Login.gov to allow you to signh in to
your account safely and securely.

Create an account for new users

Enter your email address

Select your email language preference
Login.gov allows you to receive your email communication in
English, Spanish or French.

O English (default)
O Espanol

(O Francgais

[1 I read and accept the Login.gov Rules of Use


https://login.gov

5. Check your email account.

Check your email

We sent an email tc with a link to
confirm your email address. Follow the link to continue
creating your account.

Didn’t receive an email? Resend

Or, use a different email address

You can close this window if you're done.

6. Click the Confirm email address link on the Login.gov email

O LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address



https://Login.gov

7. Create a password and select Continue

& You have confirmed your email address

Create a strong password

Your password must be 12 characters or longer. Don't use
common phrases or repeated characters, like abc or 111.

Password

Confirm password

] Show password

[y
Password strength: Great



8. Select two authentication methods (most common chosen are text/voice and backup codes).

9.

Select Continue

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least
two different options in case you lose one of your methods.

OJ Authentication application

Download or use an authentication app of
your choice to generate secure codes.

] % Text or voice message
Receive a secure code by (SMS) text or

phone call.

O % Backup codes
A list of 10 codes you can print or save to

your device. When you use the last code,
we will generate a new list. Keep in mind
backup codes are easy to lose.

O @ Security key

A physical device, often shaped like a USB
drive, that you plug in to your device.

O Government employee ID

PIV/CAC cards for government and military
employees. Desktop only.

Example if Text is chosen. Enter Phone number SMS or Phone call and select Send code. Note:
you can choose another authentication method by selecting the link at the bottom of the
screen.



Get your one-time code

werll send vou & one-lime code ssch Gme you sign ir
Phona numbiar

How you'll get your code

10. Enter your one-time code received.

Enter your one-time code

We 22 - With & one-time l+'.:_
*Your one- Ome-time code
time code is 467233. | .m;as :
It expires in 10 min-
utes. Don't share this B e

code with anyone.

@idp.int.identi- m

tysandbox.gov

# o Sand another coda

11. Phone was added to your account. Example is for choice of backup codes. If you want to use
back up code, select Continue. Otherwise choose the link at the bottom for another



authentication method.

@ A phone was added to your account.

Are you sure you want to use
backup codes?

Backup codes are the least preferred authentication method
because the codes can easily be lost, Try a safer aption, like
an authentication application or a security key.

We'll give you 10 codes that you can download, print, copy or
write down. You'll enter one code every time you sign in.

+ Choose anpther authentication method

12. Save backup codes by downloading, printing, or copying. Check you have saved codes and select
Continue.

Save these backup codes

If you lose your device, you'll need these codes to sign into
Login.gov. Save or print them and put them somewhere safe.

B265-MVHE-CQVK 443T-8F16-8YK3

RP56-ZYMQ-P1RZ XHKN-E13M-55KV

WZP1-8RGN-TSEH 89E7-XNFQ-28]14
RSXD-TIFZ-1QYM AKB85-TBV4-DD2S
JZ3S-KBMB-TDKB CMVK-2RPX-CBHWS

Each code can only be used once. We'll give you new
codes after you use all ten.

# Download | | & Print | | 01 Copy

[B) I've put my backup codes in a safe place.

13. Select Agree and Continue to share your information with USDA eAuth. Your login.gov account
has been created. You will be taken to USDA eAuth page where you will choose to link your


https://login.gov

newly created id with or without an existing eAuth id.

w5
& Backup codes were added to your account.

Continue to USDA eAuth - Cert

Please wait...

WeTl share your information with USDA eAuth - Cert to
connect your account.

° E—
Agree and continue

Cancel

14. For more assistance visit the contact us page at the bottom of the login.gov screen
https://www.login.gov/contact/

u Lo G I N .G ov For agencies Learn Support
Become a partner About us
Developer guide Accessibility statement Help center :
doinus
Privacy & security

m Login.gzov system status

Link Login.gov id

Existing users should choose “Use an existing eAuth account to link to my Login.gov account”. New users
should choose “Continue without linking to an existing eAuth account”. You will receive this page from
step 13 above or the first time you log in to Login.gov after initial setup.
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QSDA eAuthentication @ eAuth

B>t
S U.S. DEPARTMENT OF AGRICULTURE

HOME | CREATE ACCOUNT MAMAGE ACCOUNT ~

Link with Login.gov @
Login.gov must be linked to an eAuth account to use it with USDA applications.
O Use an existing eAuth account to link to my Login.gov account.

O Continue without linking to an existing eAuth account.

Link to existing eAuth account

1. Link to existing eAuth account

Link with Login.gov ©

Login.gov must be linked to an eAuth account to use it with USDA applications.

I..I'se an existing eAuth account to link to my Login.gov account.

O Continue without linking to an existing eauth account.




2. Select Customer

€) Link with Login.gov

Please log in with your eAuth account to complete the link to your Login.gov ac'cou nt.

- Login &
Select your user type to continue

[0 Remember my user type

Customer 3
Public citizens conducting business with USDA Agencies

Other Federal Employee/Contractor >
HNon-UsDA federal agency employees and contractors

3. Enter your existing eAuth User ID and Password. Select Log In.

¢a® Customer Login ©
Need an account?
Mot a Customer? Change user type

Select an option to continue

a eAuth User ID
Enter User ID and Password

User ID Forgot User 1D
Password Forgot Password
Ly
L

Show Password



4. Select Yes to continue to Link your eAuth ID with Login.gov.
Continue Link with Login.gov?

After linking, your Login.gov account must be used for all future access to USDA websites and applications.

Note: After linking, your Login.gov account must be used for all future access to USDA
websites and Application. Users should also keep a record of the eAuthentication credential
the new Login.gov credential is linked with.

5. User will receive an email notification eAuth account was successfully linked.

eAuth - Login.gov Account Link Success D s 8 =
@ DoNotReplyICAMBacio.usda.gov 3 PR s g T f
e v

@®eAuth

eAuth - Login.gov Account Successfully Linked
Yioai have successfully Faked your USDA sfuthenlicaion sccou 1o your Lagin gov Bcesunl. Yeu may now use your Login.gav sccount bs sccess paicipating LISDA sfuth piobectad ressurces where the Login gov loge is preaseied on the lagin page

Pigs ot repdy o this message

For mare help, visit Bps e con eauth ysds govieauthvihisdallag

Link new login.gov id without eAuth account

1. Select “Continue without linking to an existing eAuth account” and select Continue.

Link with Login.gov @

Login.gov must be linked to an eAuth account to use it with USDA applications.

O Use an existing eAuth account to link to my Login.gov account.

Con{inuc without linking to an existing eAuth account.
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2. Enter users First name and Last name. Select Submit
User Information Required ©

In order to complete setting up your Login.gov account with USDA edwth, please provide the following information:

First name

Last name

:
(=]

3. The account information screen will display with the user’s information and Login.gov as linked.

HOME AEATE / ¥ RLARJAL CCOUMT ~

Account Information @ Logaut
Login Information

Email address:

Login.gov o (V1

To update your Login.gov account, please visit Login, goy.

Personal Information m

Name:

Multi-Factor Authentication (MFA) Options

I . You will only be prompted to use MFA during login if required by the application.

© pvjeac @ [ £nabe |

Use your nan-USDA Federal PIV/CAC to login to your eAuth account.

Gaining Level 2 Verification

You will need to go to https://higherblendsgrants-apply.rd.usda.gov/, at which point you should be
directed to login.gov to start the Level 2 verification process.
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You will have the option of verifying your identity online at Login.gov or visiting a USDA Service Center
for in-person verification. Below we will show the steps to complete your verification online.

1. From the Verify Identity screen select Verify my identity at Login.gov — Recommended

Verify Identity @

The application you are accessing requires identity verification. Your account does not currently meet these requirements.
Please select the method to verify your identity below.

© Verify my identity at Login.gov - Recommended

O Visit a USDA Service Center for in-person identity verification

2. Click Continue to Login.gov

Verify Identity at Login.gov @
The application you are accessing requires identity verification. Your account does not meet these requirements.

USDA eAuthentication is now using Login.gov for identity verification and authentication. Please click the "Continue to Login.gov"
button.

» |fyou already have a Login.gov account, use it to link with eAuth and follow the prompts on the Login.gov page.

» Ifyoudo nothave a Login.gov account, you can create one and follow the prompts to link.

¢ ‘You will be returned to USDA eAuth to link the two accounts together.

» Once your accounts are linked, you must use Login.gov for identity verification and for all future logins to USDA resources.

[ Continue to Login.gov ]



https://Login.gov
https://Login.gov
https://Login.gov

3. Click Continue

O

Getting started Verify your ID Verify your Verify phone ar Secure your
information address account

Get started verifying your identity

USDA eAuthentication needs to make sure you are you — not
someone pretending to be you.

You will need your:

0 State-issued ID

Your ID cannot be expired.

e Social Security number

You will not need the card with you.

e Phone number OR home address

= Verify by phone: We'll call or text your phone number.
This takes a few minutes.

= Verify by mail: We'll mail a letter to your home
address. This takes 5 to 10 days.

Learn more about verifying by phone or mail &




4. Click Continue

o

Getting started Verify your ID Verify your Verify phone or Secure your
information address account

How verifying your identity works

Identity verification happens in two parts:

Verify your identity

We'll ask for your personal information to verify your identity
against public records.

Secure your account

We'll encrypt your account with your password. Encryption
means your data is protected and only you will be able to
access or change your information.

[1 By checking this box, you are letting Login.gov ask for, use,
keep, and share your personal information. We will use it to
verify your identity.

Learn more about our privacy and security measures @

5. If you have a cell phone you can take pictures with you can enter the Phone number and click,
Send Link or click the Upload photos to upload photos of your ID.




® O

Getting started Verify your ID Verify wour Varify phona or Secung your
informaton address socount

How would you like to add your ID?

We'll collect information about you by reading your
state-issued |D.

Use your phone to take photos

You won't have to sign in again, and you'll
switch back to this computer after you take
photos. Your mobile phone must have a camera
and a web browser.

Phone number

Q Continue on this computer
. . \  Don'thavea phone? Upload photos of your ID

from this computer.

[ Upload photos

Please do not close the web browser, this will update after your images have been uploaded.



6. If you have selected Send Link you will receive a SMS on your phone with a link to follow

Login.gov: https://
secure.login.gov/verify
/documents?document
-capture-session=
ab5ba071e-f152-471b-af89

-d36ffba14849&request
id=bd1c8e40-a493-4fc7

-823b-f9d38ec7e046
You're verifying your
identity to access USDA
eAuthentication. Take

a photo of your ID to
continue.

8:59 AM

7. Follow the steps to upload a copy of your ID, include both front and back of your ID and click
Submit



D LOGIN.GOV '.J_?__S'r% Front of your ID

o O

Gafling started Verify your ID Werify your
mformation

state ID

You're using Login.gov to verify vour
identity for access to USDA

eAuthentication and its services, H
mamm R L L o o B B B B T

i
i
]
(]
]
1
(]
i
]
]
i - y "
i Front of your driver’s license or
i
1
]
i
(]
]
L]
1
(]
i

ONLY ADD YOUR ID IF:
» You are using your own Login.gov Back of your ID
account T Em e m s m e n e nmn e

= You asked Login.gov to verify your
|0 using your phone

* You are trying to access USDA . )
eAuthentication services Back of your driver’s license or

state ID

Add photos of your ID

-

e e T e ey

We'll collect information about you by reading
your driver’s license or state D card, We use this Take phote |or Upload photo
information to verify your identity.

For best results:
+ Use adark background
+ Take the photo on a flat surface



8. You will then receive a We verified your ID message on your cell phone after your ID photos
have been accepted.

D LOGIN.GOV QEEE
(/] 0O
Gatt ng started Werify your [ x] Wenty yaur

nlormation

® We verified your ID

Switch back to your computer
to finish verifying your identity.

HE

9. Enter your Social Security Number and click Continue

Getting started Verify your ID Verify your Verify phone or Secure your
information address account

Enter your Social Security number

We need your Social Security number to verify your name,
date of birth and address. Learn more about how we protect
your sensitive information &

Social Security number
Example: 123-45-6789

[ Show Social Security number



10. Verify your information and click Continue

Getting started Verify your ID Verify your Verify phone or Secure your
information addrass account

Verify your information

First name:
Last namejy
Date of hirth:
ID number:

Address line 1:
Address line 2:
City: STLOUIS
State: MO
ZIP Code:

=
1=}
=%
o
=
48}

Social Security number:

=
1]
o
o
=
s}

[ Show Social Security number

Cancel

20. Verify your phone number in the system, select Text Message (SMS) or Phone Call and click
Send Code



V] ] ] O

Getting started Verify your ID Venfy your Verify phone or Secure your
information atdress account

@ We verified your information

Verify your phone number

We'll check this number with records and send you a one-time
code. This is to help verify your identity.

Enter a phone number that is:

* Based in the United States (including U.S. territories)
* Your primary number (the one you use the most often)

Learn more about what phone number to use &

Phone number
= -
How should we send a code?

If you entered a landline above, please select “Phone call”
below.

O Text message (SMS) O Phone call



22. Enter the One-time code that you received as a text (SMS) and click Submit

Getting started Verify your ID Verify yvour Verify phone or Secure your
nformation address account

Enter your one-time code

We sent a text (SMS) with a one-time code m_

-This code will expire in 10 minutes.

One-time code
Example: 123ABC

[| |

| ¢ Send another code

Entered the wrong phone number?
Use another phone number




23. Re-enter your password and click Continue

Getting started Verify your ID Verify your Verify phone or Secure your
information address account

& We verified your phone number

Re-enter your Login.gov password

Login.gov will encrypt your information with your password.
This means that your information is secure and only you will
be able to access or change it.

Password

O Show password Forgot password?



24. Download or print your Personal Key, check | saved my personal key in a safe place and click
Continue

Getting started Verfy your ID Verify your Verify phone or Secure your
information address account

& We secured your verified information

Save your personal key

ODDT - C9PE - 7D60 - H6NR

W

Your personal key was generated on October 20, 2023 at 9:06 AM

O Copy & Download (text file) & Print

You need your personal key if you forget your password.
Keep it safe and don't share it with anyone.

If you reset your password without your personal key, you'll
need to verify your identity again.

Learn more about the personal key 2

[1 | saved my personal key in a safe place.



25. Verify your information and click Agree and Continue

T wr

Connect your verified
information to USDA
eAuthentication
USDA eAuthentication needs to know who you are to

nnect your account. We'll share this information with

USDA eAuthentication:

& Fullname

& Mailing address

& Phone number

& Email address

& Date of birth

& Social Security number

& Updatedon

October 20, 2023 at 2:06 PM

Agree and continue
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